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Security Manager - Adding a Safeword card

1. From the main menu, select Self-Service. In the Self-Service tab, select Users and Entitlements.

CitiDIRECT 2>»

Home Payments Receivables & Collections + Trade /EForms Reports & Analytics « Inquiries & Searches File Services « Self Service «

Self Service a Navigation Mode
Maintenance Reference Information ..WorldLink® Libraries Alerts and Notification
Template Library Holiday Calendar WorldLink® Same Day Account Library Create Alert
Standing Instruction Library Payment Cut-Off Time WorldLink® Credit Account Library Event Notification [Z
Library Maintenance Client Service Contacts Chegue Stock Maintenance Library
Online Account Reconciliation - Email Alert Company Library
1 N Additional Notifications Management

Standing Instruction Library FI FX Spreads Library

CMS - Knowledge Management To Submit/Modify

Funding Account Library

Resource Center To Authorize
Account Management View All
Signer Management Service Request

Learning and Communications
Create New Service Reguest

User Guides & FAQs 2
To Submit/Modify

Client Administration Service

(u;ars& Entitlements ¥ )
Client Settings

View All

WorldLink® Libraries

Fl Fee Libra
Bulk User Credential update el

Cheque Number Maintenance Library

Change Security Questions

2. Apanel will appear on the left. Select Users and Entitlements - Users = All Users.

CitiDIRECT >»

Home Payments v Receivables & Collections Trade / EFor]

Create
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!E> Access Profiles Maodify/Repair
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1710472025

User Entitlements
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3. Alist of users will then be displayed. Click on the user’s name to access one’s profile.

CitiDIRECT >
Home Payments « Receivables & Collections Trade / EForms = Reports & Analytics Inquiries & Searches File Services - Self Service «
2 [ ]
AllU 3 7
sers (33 = [
Users & ( ) = L
Entilements
» Show Search Criteria
B °
* .
All{1-330f 33 : ( 103 : dob
Client Sefiings ( ) Selected ltems: 0 (As of 17/04/2025 10:03:23 GMT+01:00) (* 4%
0 #asnﬁ; User Worklist Access User Status Ijil Credential A\ @ Mobile
As of — | 24 Alias status Profiles 1a Registration £y - Access
1710472025 - ;
10:03:23 [[J GOL... elgol... Processed 10 Active YES &
GMT+01:00 [ GRA.. prgrd... Processed 1" Active YES
C [J HAL... phala... Processed 2 Active YES
[J JASL.. ajasi.. Processed 2 Active YES
[J KUM... mkli... Processed 10 Active YES
[[J KOZ... anko... Processed 12 Active YES
[J LUK... allul... Processed 3 Active YES
Ll MAJ.. toma.. Processed 10 Active YES
[J MIMK... omin... Processed 2 Active YES
[J MAW... szna... Processed 10 Active YES L
Reset User Allow Mobile Remove Mobile Delete User
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4. Inthe user profile, go to 2 — Credentials, then Add Credentials. There, select the Challenge/Response — Host 9

option and click Select.

Credential Type Action = Credential ID %
Challenge/Response - Host 9 Get New Safeword ID - Email PIN w
ﬂ ) Add Credentials D
- J

Select Credential Type (20)

Search

Credential Type

List of Available Credential Types
O Credential Type

Mobile Token

Credential Description

QR Code Login

K . CEiléHa'iga’Response - Host 9

Safeword Card Login using Host 9
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| ) SpeedCallect ID
Tax & Child Support Payment ID

CBIl App Credential
SpeedCollect App Credential
US Tax &Child Support App Credential

CLS System IDv Confinuous Linked Settlement App Cre...
|0 mBCC ID Multi-Bank Cash Concentration App Cr... | =
=
J
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5. After making the changes, click the Submit button at the bottom. An information window will appear regarding

the AML topic. If you want to make changes, click Yes.

» 2 - Credentials

» 3 - User Entitlements

Expand All [=] Collapse All

_] Reset User
Select the Reset User checkbox and Submit fo unlock the User.

Delete Subscription Status

This section is oplional

Thiz section is optional

AML Entitlement Alert

This update may have Anti-Money Laundering (AML) regulatory impact.
For Europe, Middle East, or African (EMEA) AML requirements, click here.
For Lafin America and Asia AML requirements, click here, then review the
content for the relevant countries.

Based on the entilements granted, users may be unable to authorize
payments in AML impacted markets until Citi receives the required idenfity
documents. The status of your users can be checked by running the AML
User by Client Report under Access Management Reports.

Click Yes to continue or No to cancel the request.

(s I

6. After making the changes, a message will appear that the user profile has been sent for authorization.

CitiDIRECT 2>»

Home Receivables & Collections = Trade / EForms

Payments

Reports & Analytics «

Inquiries & Searches - File Services - Self Service =

z -
AllU 7
sers (33 = [
Users & { ) = L
Entitliements
@ Confirmation
[ ]
EE; The User has been sent for authorization.
1. You can frack the record status in the All Users section
Client Seffings
As of
1710472035 (i)5end An Alert . ) .
10:07:37 ou can send an alert fo the authorizen(s) to let them know about this change.
GMT+01:00

> Show Search Criteria
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7. Security Manager can authorize by entering Self-Service - Users and Entitlements - Users and Entitlements
- Users = Authorize (Security Manager can not authorize their own changes).

CitiDIRECT >»

Home Payments ~ Loans ~ Receivables & Collections |

Create

Entitiements

°
[ Access Profiles Authorize

Clients - New

[ b

[ User Entitlements Modify/Repair

As of
A7104/2025

10:39:02
GMT+01:00 Unlock User All Users.

&

8. Then select the user and click Authorize. You can also select Send for Repair, which will send the process back
to the creator and return it to the Modify/Repair tab, or Reject to reject the changes altogether.

1 N

Authorize Users (1) = R

» Show Search Criteria

Authorize (1 -1 of 1) Selected Items: 1 (As of 17/04/2025 10:40:35 GMT+01:00) (¥ {@}
User
User . . Access  User Status
nazrie Alias Action Worklist status Profiles g /N
05T ban.— —= Pending Authorization to .. 2 Active

Send To Repair Reject )
N\ )

If you have any questions, please contact the CitiDirect Technical Support >>
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